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Executive summary
The goal of this document is to present the system architecture of the SENDER solution. A
generic architecture of the solution is described, using two complementary Reference Architectures
also presented in the document – the Smart Home and Building IoT Reference Architecture
developed in the European project InterConnect and the Smart Grid Architecture Model defined by
CEN, CENELEC and ETSI. The generic architecture is shown in Figure 1.

Figure 1: SENDER generic architecture

As components represented in the generic architecture may have different functions based on
the use case considered, specific architectures have been designed. Those architectures are use casespecific and based on the generic architecture.
The means to ensure interoperability are also described in this document:
• At external level, some recommendations in terms of compliance to standards are
provided to cover the three external interfaces: with the local energy system, with
existing EV charging stations and with existing Smart Appliances already deployed at
home,
• At internal level, a common API is foreseen to ensure the interoperability between
system components.
The document is thus organized in three main sections:
• A presentation of the Reference Architectures used to describe the SENDER solution
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•
•

The description of the generic and specific architectures of the SENDER solution
A definition of the means to ensure interoperability in SENDER
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Notations, abbreviations and acronyms
Table 1: Notation, abbreviations and acronyms

Acronyms
AIOTI
API
ASCII
BaaB
BEMS
BRP
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CEM
CEN
CENELEC
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CSMS
C&I
DER
DFPF
DR
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DSO
DT
EFI
EF-Pi
EMS
ETSI
EU
EV
EVC-EMS
EVSE
FAN
GWAC
HBAM
HTTP
HVAC
HWT
IC
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Alliance for the Internet of Things Innovation
Application Programming Interface
American Standard Code for Information Interchange
Building as a Battery
Building Energy Management System
Balance Responsible Party
Control Center Server
Customer Energy Management
European Committee for Standardization
European Committee for Electrotechnical Standardization
Control Interface
Common Information Model
Control Space
Charging Station Management System
Commercial and Industrial
Distributed Energy Resources
Demand Flexibility Profiling Framework
Demand Response
Dependency Structure Matrix
Demand Side Management
Distribution System Operator
Digital Twin
Energy Flexibility Interface
Energy Flexibility Platform and Interface
Energy Management System
European Telecommunications Standards Institute
European Union
Electric Vehicle
Electric Vehicle Charging Energy Management System
Electric Vehicle Supply Equipment
Flexible power Alliance Network
GridWise Architecture Council
Home and Building Architecture Model
HyperText Transfer Protocol
Heating, Ventilating and Air-Conditioning
Hot Water Tank
InterConnect
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IEC
IEEE
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Information and Communication Technology
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Institute of Electronic and Electronics Engineers
Interoperability Framework Architecture
Internet of Things
Internet Protocol
International Organization for Standardization
JavaScript Object Notation
Machine-to-Machine
National Institute of Standards and Technology
Open Charge Point Protocol
Open Automated Demand Response
Open Systems Interconnection
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Software Development Kit
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1. Introduction
1.1.

Scope of the document

The goal of this document is to present the system architecture of the SENDER solution: a generic
architecture has been designed, as well as use case-specific architectures based on the previous one,
as components may have different functions based on the use case considered (see Deliverable 2.4).
To describe the system architecture of the SENDER solution, we relied on two Reference
Architectures, further described in the document: the Smart Home and Building IoT Reference
Architecture developed in the European project InterConnect and the Smart Grid Architecture Model
defined by CEN, CENELEC and ETSI.
Then, as interoperability is a key enabler for Smart Energy, the means to ensure interoperability
in SENDER will be presented in the document.

1.2.

About SENDER

As the European Union moves towards sustainable energy, co-creation is the future of the
energy service market. This entails a shift in the balance of power, turning customers into a new
generation of collaborators and putting them at the heart of the energy sector. The EU-funded
SENDER project will develop energy service applications for proactive demand response (DR), home
automation convenience and security mechanisms. By engaging customers in a co-creation process,
the project will shift DR from a reactive to a proactive approach. Consumer data will be collected and
processed to identify typical consumption patterns, mirror them by digital twins (DTs) based on
artificial intelligence technologies and aggregate the DTs' supply/demand characteristics.
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2. Reference Architectures used in SENDER
To define the system architecture of SENDER, we decided to rely on reference architectures
(RAs). The primary purpose of a reference architecture is indeed to guide and constrain the
instantiations of solution architectures. It also provides a common vocabulary for various
stakeholders, reusable designs and best practices that are used as a constraint for more concrete
architectures. And it encourages adherence to common standards, specifications and patterns to
push interoperability, which is a primary requirement in SENDER.
To select the most relevant reference architectures (RAs) for SENDER, few high-level
architectural requirements have been identified from the goals and objectives set in the Grant
Agreement. The list of requirements can be found in table 2 below.
Table 2: High-level architectural requirements for SENDER

Requirement #
R1

Description
The SENDER System Architecture must be at the frontier of the IoT, Smart Home, Smart Building
and Smart Energy domains as the objective of the project is to develop the next generation of
energy service applications for demand-response, home-automation, -convenience and -security
The SENDER System Architecture must include cybersecurity, data privacy and security concerns
as the project focus is in the forefront of the utilization of individual private data to identify
behavioral patterns of individuals
The SENDER System Architecture should be based on existing reference architectures in the
Smart Energy and IoT domains and be built upon previous projects for replicability concerns
The SENDER System Architecture must include interoperability concern at:
• Internal level to ensure a good communication between the components of the system
• External level to allow the integration of new services and to ensure a strong replicability
potential
The SENDER System Architecture should propose a demand response system for grid operators
but mostly include a set of energy and non-energy services for the core beneficiaries of the project
– the consumers - and provide a high level of modularity to support pilot-specific use cases

R2

R3
R4

R5

2.1.

State of the art of existing reference architectures [1]

The five high-level requirements identified above are similar to the one identified for the
creation of the InterConnect Secure Interoperable IoT Smart Home/Building and Smart Energy
system reference architecture. The European project InterConnect (https://interconnectproject.eu/),
which main objective is to bring efficient energy management within reach of the end-users in
several European countries, has indeed developed a technology-independent and device-agnostic
system architecture for the Energy and IoT domains. That’s why, we decided to rely on their
extensive state of the art and specific reference architectures for InterConnect that can be found in
the Deliverable 2.1 (see References [1]) of the project.
To define specific reference architectures for the Smart Home/Building and Smart Energy
domains, the InterConnect partners studied the main reference architectures defined by key
European Standardization Organizations and other alliances in the IoT, Smart Home, Smart Building,
Smart Energy, and Industrial domains.
In the IoT domain, the reference architectures studied were:
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•

•

•

•

The AIOTI’s High Level Architecture, consisting of a three-layered model that interprets
the relations between Users, Virtual Entities and Things. Each of the layers contains a set
of functions and services that interact via secure interfaces to define in each project (see
References [18]). Created by the European Commission in 2015, the Alliance for the
Internet of Things Innovation (AIOTI) aims to encourage interactions among the
European IoT players and foster the dynamics of the IoT ecosystem. The main objective
of its High Level Architecture is thus to reduce complexity by offering a comprehensive
IoT landscape standardization framework that achieves semantic interoperability.
The oneM2M’s Reference Architecture, using a layered approach to depict common
services functions that enable applications in multiple domains, using a common
framework and uniform APIs, built around the concept of a distributed operating system
for IoT (see References [19]). The oneM2M Global Initiative was established by ETSI, a
European Standards Organization in 2009. Its main goal is to define a globally agreed
Machine-to-Machine (M2M) service platform by consolidating currently isolated M2M
service layer standards activities. oneM2M was formed as an international partnership
project regrouping the seven most important SDOs in the world and various alliances and
industries.
The FIWARE’s Reference Architecture, an open, public and free architecture, enabling
the adoption of new services and solutions by new stakeholders without compromising
the openness characteristic of the environment (see References [20]). The initiative
offers a cloud-oriented open-source ecosystem for implementing IoT platforms,
strengthened by the participation of several alliances and a rich ecosystem built from a
growing array of data models. The FIWARE initiative was funded by the European Union
and the European Commission to encourage the adoption of open standards and Open
Source technologies. FIWARE covers various domains such as Smart Cities, Smart Energy
and Smart Industry.
The W3C’s Web of Things Architecture, offering a flexible, scalable and interoperable
approach to improve usability across the IoT domain. It builds on the concept of Things,
Consumers and Things Description to provide description that are not only humanreadable, but also machine-readable (see References [21]). The latter allowed for
semantic annotation of its structure and described contents and can be exchanged using
multiple formats commonly used in the web. The Web of Things (WoT) supported by the
World Wide Web Consortium (W3C) is a key standardization initiative on IoT semantic
interoperability. It combines IoT to easily access data using Web technologies with the
use of metadata and APIs to ease integration across IoT platforms and application
domains.

In the Smart Home domain, the reference architectures studied were:
• The Home and Building Architecture Model (HBAM), providing a framework for the
Home and Building domains (see References [22]). The HBAM focuses on modelling the
interactions between end-users and an interoperable ecosystem, often including
standards in other domains, such as energy, mobility and home/building. The Home and
Building Architecture Model (HBAM) was developed by the German Commission for
Electrical, Electronic & Information Technologies of DIN and VDE (DKE), as a derivative of
the SGAM framework for the Building and Home domains.
• The CENELEC's Reference Architecture, aiming to achieve interoperability across any
device or system of devices (whitegoods, HVAC devices, EV/EV chargers, batteries and
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curtailable PV panels) that provide energy flexibility and between any system that utilizes
energy flexibility. This reference architecture as well as its linked data model is part of
the CENELEC EN50491-12 standard series and was described for influencing the energy
behavior of devices in order to optimize the local power grid (see References [23]).

Finally, in the Smart Energy domain, the reference architecture studied was:
• The Smart Grid Architectural Model (SGAM), defining a set of common concepts, across
five distinct layers (i.e., business, functional, information, communication and
component layers). This framework focuses on providing a technological-neutral
approach, supporting the creation of smart grid use-cases across various zones (i.e.,
levels from a power systems management perspective) and domains in the energy field
(i.e. generation, transmission, distribution, DER and consumers) (see References [16]).
This model will be further described in section 2.3 of this document.

Based on the assessment of each reference architecture’s capability to support the high-level
architectural requirements of InterConnect, partners involved in the project built the InterConnect
Smart Home/Building and Energy Reference Architecture (SHBERA) (see figure below) combining
the IoT, Smart Home and Building and Smart Energy domains and providing multiple zoomed-in
viewpoints, namely:
• The Smart Energy Reference Architecture (SERA)
• The Smart Home/Building IoT Reference Architecture (SHBIRA)
• The Interoperability Framework Architecture (IFA)
• The Semantic Interoperability Layer (SIL)

Figure 2: InterConnect’s Smart Home/Building and smart Energy Reference Architecture (SHBERA)
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A brief comparison of the high-level architectural requirements of the two projects led us to
select the Smart Home and Building IoT Reference Architecture (SHBIRA) as the most suitable for
SENDER. This scope of this reference architecture seems indeed fully appropriate as SENDER’s main
objective is to develop and test the next generation of energy services applications for demandresponse, home-automation and -convenience for the core beneficiaries of the project – the
consumers (see R5 requirement). The Smart Home and Building IoT Reference Architecture (SHBIRA)
is further described in the following section.

2.2.

Smart Home and Building IoT Reference Architecture (SHBIRA)

The goal of the Smart Home and Building IoT Reference Architecture (SHBIRA) is to provide a
unified architecture viewpoint capable of describing how different components relate to each other
in an easy, affordable and trustworthy manner, allowing for the interconnection of services and
devices in the connected Smart Homes and Buildings.
A complete description of the SHBIRA, as well as the methodology followed for its definition, can
be found in InterConnect Deliverable 2.1 (see References [1]). The high-level reference architecture
is shown below.

Figure 3: InterConnect’s Smart Home and Building IoT Reference Architecture (SHBIRA)

This reference architecture includes four different layers, as described in InterConnect
Deliverable 2.1 (see References [1]):
The Device layer, consisting of all connected devices and appliances that are installed in the
house or in the building. These devices interact with their environment by collecting the information
provided by embedded sensors, actuators, processors and transceivers. In essence, this layer
cumulates two functions:
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•
•

Perception, which is provided by built-in sensors (e.g., environmental sensors, location
sensors, light sensors, movement sensors) capable of detecting environmental changes or
any other relevant information within its reach
Actuation, defined as the ability to mechanically control physical devices and appliances

The Gateway layer, including home and building management systems, deployed on site. This
layer encompasses communication technologies and protocol gateways bridging the devices and
higher-level applications and services.
The Interoperability layer allows the establishment of semantic interoperability. This layer
provides all of the necessary mechanisms and components to facilitate interworking between IoT
devices, digital platforms, the energy infrastructure and energy/non-energy applications.
The Application layer, which includes all interoperable services (energy, non-energy and gridrelated) as well as applications built for the realization of the project's use cases. Applications have
been divided into three categories:
• The Energy and Non-Energy Applications. Examples of these services include energy
efficiency, smart metering, flexibility management, surveillance, amongst others and mainly
benefit consumers.
• The Grid Application and Services which refer to services that can be proposed to system
operators or markets agents to help at the operation of the electricity system.
• The IC Framework enablers/tools that gather a collection of tools and enablers that
describes and prescribes how to interconnect devices from different vendors and services
from different providers, enabling interoperability and the intelligent interaction of many
devices and services from different domains. Note that this category was not kept for the
SENDER system architecture (see section 3.1.1)
This Reference Architecture has been chosen for SENDER as it meets most of the architectural
requirements defined for the SENDER system:
Table 3: SHBIRA compliance to high-level architectural requirements defined for SENDER

R#
R1

Description

SHBIRA compliance

The SENDER System Architecture
must be at the frontier of the IoT, Smart
Home, Smart Building and Smart Energy
domains as the objective of the project is
to develop the next generation of energy
service applications for demandresponse,
home-automation,
convenience and -security
The SENDER System Architecture must
include cybersecurity, data privacy and
security concerns as the project focus is
in the forefront of the utilization of
individual private data to identify
behavioral patterns of individuals
The SENDER System Architecture
should be based on existing reference
architectures in the Smart Grid and IoT
domains and be built upon previous

R2

R3

D3.1

The SHBIRA architectural viewpoint covers the full set of
interactions between the IoT, Smart Home and Smart Building
domains. We considered that the Grid Application and Services
box from the Application layer was sufficient to cover the Smart
Energy domain in the SENDER project as the demand response
schemes supported by the solution were not exactly defined to
widen the potential of the SENDER solution and allow its use in
several European countries with different regulatory frameworks.
This requirement is not met by the SHBIRA.

The SHBIRA has been defined in the European project
InterConnect (N°857237) and is based on several Reference
Architectures for the IoT, Smart Home, Smart Building and Smart
Energy domains (see section 2.1).
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projects for replicability concerns
The SENDER System Architecture must
include interoperability concern at:
•
Internal level to ensure the good
communication
between
the
Demand Response systems
•
External level to allow the
integration of new services and to
ensure a strong replicability
potential
The SENDER System Architecture
should include a set of energy and nonenergy services for the two core
beneficiaries of the project – consumers
and grid operators - and provide a high
level of modularity to support pilotspecific use cases

R4

R5

This requirement is partially met by the SHBIRA: the
interoperability as described in the SHBIRA, is mainly focused on
the communication between devices deployed in the Smart Home
and Building domains and not so much on communication with
energy system operators.

The “Energy and Non-Energy Applications” and “Grid
Applications and Services” categories from the application layer
met this requirement.

In SENDER, we decided to slightly adapt this Reference Architecture to meet all requirements.
Please refer to section 3.1.1 for the adjustments.

2.3.

Smart Grid Architecture Model [15]

The SGAM (Smart Grid Architecture Model) is a unified standard for smart grid use-case and
architecture design. It aims to give a global view of a Smart Grid system by mapping its different
actors and devices on a Smart Grid Plane subdivided in Domains and Zones. An actor’s Domain
specifies its place in the electric energy conversion chain while its Zone provides information on its
place in the hierarchy of power system management.

Figure 4: Smart Grid plane – domains and hierarchical zones
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The Domains are described as follow:
•
•
•
•

•

Bulk Generation: Representing generation of electrical energy in bulk quantities, such as by
fossil, nuclear and hydro power plants, off-shore wind farms, large scale solar
power plant (i.e. PV, CSP)– typically connected to the transmission system
Transmission: Representing the infrastructure and organization which transports electricity
over long distances
Distribution: Representing the infrastructure and organization which distributes electricity to
customers
DER: Representing distributed electrical resources directly connected to the public
distribution grid, applying small-scale power generation technologies (typically
in the range of 3 kW to 10.000 kW). These distributed electrical resources may
be directly controlled by DSO
Customer Premises: Hosting both - end users of electricity, also producers of electricity. The
premises include industrial, commercial and home facilities (e.g. chemical
plants, airports, harbors, shopping centers, homes). Also generation in form of
e.g.
photovoltaic
generation,
electric
vehicles
storage,
batteries,
micro
turbines... are hosted

The Zones are defined as follow:
•

•
•
•

•

•

Process: Including the physical, chemical or spatial transformations of energy (electricity,
solar, heat, water, wind ...) and the physical equipment directly involved. (e.g.
generators, transformers, circuit breakers, overhead lines, cables, electrical
loads any kind of sensors and actuators which are part or directly connected to
the process,...).
Field: Including equipment to protect, control and monitor the process of the power
system, e.g. protection relays, bay controller, any kind of intelligent electronic
devices which acquire and use process data from the power system.
Station: Representing the areal aggregation level for field level, e.g. for data
concentration, functional aggregation, substation automation, local SCADA
systems, plant supervision...
Operation: Hosting power system control operation in the respective domain, e.g.
distribution management systems (DMS), energy management systems (EMS)
in generation and transmission systems, microgrid management systems,
virtual power plant management systems (aggregating several DER), electric
vehicle (EV) fleet charging management systems.
Enterprise: Includes commercial and organizational processes, services and infrastructures
for enterprises (utilities, service providers, energy traders ...), e.g. asset
management, logistics, work force management, staff training, customer
relation management, billing and procurement...
Market: Reflecting the market operations possible along the energy conversion chain,
e.g. energy trading, mass market, retail market…
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In order to cover interoperability issues of a system, the Smart Grid plane is projected on five
layers highlighting different interoperability considerations.

Figure 5: SGAM framework

Each layer can be briefly described as follow:
•

•
•
•

•

Business Layer: The business layer can be used to map regulatory and economic (market)
structures and policies, business models, business portfolios (products & services) of market
parties involved. Business capabilities and business processes can also be represented in this
layer.
Function Layer: The function layer describes functions and services including their
relationships from an architectural viewpoint. The functions are represented independent
from actors and physical implementations in applications, systems and components.
Information Layer: The information layer describes the information that is being used and
exchanged between functions, services and components. It contains information objects and
the underlying canonical data models.
Communication Layer: The emphasis of the communication layer is to describe protocols
and mechanisms for the interoperable exchange of information between components in the
context of the underlying use case, function or service and related information objects or
data models.
Component Layer: The emphasis of the component layer is the physical distribution of all
participating components in the smart grid context. This includes system actors, applications,
power system equipment (typically located at process and field level), protection and tele-
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control devices, network infrastructure (wired / wireless communication connections,
routers, switches, servers) and any kind of computers.
As such, the SGAM framework allows for the representation of entities and their relationships
within a smart grid system while specifying information management hierarchies and with
consideration for interoperability aspects.
Within this project, the DISCERN template [16] was used. It provides user-friendly templates and
libraries for the conception of SGAMs. The list of objects used in SGAM component layer is available
in Annex.

2.4.

Complementarity of the two Reference Architectures

As described in the ISO/IEC/IEEE 42010 standard on architecture description, all systems have an
architecture that can be documented using multiple views. Architecture views are representations of
the whole system from the perspective of a related set of concerns and that are meaningful to one or
more stakeholders in the system. In SENDER, we decided to describe the architecture using two
different views:
• The Business architecture view that addresses the concerns of the users – the
consumers and the grid operators in SENDER - and focuses on the functional aspects of
the system from the perspective of the users of the system - that is, on what the new
system is intended to do, including performance, functionality, and useability. This
architecture view can be found in the two upper layers of the SGAM.
• The Engineering view that addresses the concerns of the System, Hardware and
Software Engineers of the system and focuses on how the system is implemented from
the perspective of different types of engineers (security, software, data, computing
components, communications), and how that affects its properties. This architecture
view is linked to the SHBIRA as well as to the bottom layers of the SGAM.
As both views are covered by the SHBIRA and the SGAM, we decided to describe the SENDER
system architecture using the two reference architectures presented above. We indeed considered
that none was sufficient on its own to properly describe the system.
The SHBIRA provides a template for the Engineering view as it represents the overall structure as
a set of system’s modules and their organization. It documents the principal units of implementation
along with their relationships and helps the solution providers in properly developing the SENDER
solution.
Whereas the SGAM provides a more complete view gathering different viewpoints:
• The Conceptual architecture: a high-level presentation of the major stakeholders or the
major (business) domains in the system and their interactions
• The Functional architecture: an arrangement of functions and interfaces (internal and
external) that defines the execution sequencing, the conditions for control or data flow
• The Communication architecture: a specialization of the functional architecture, focusing
on the connectivity between interfaces
• The Information architecture: an abstract but formal representation of entities including
their properties, relationships and the operations that can be performed on them.
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3. System architecture
This section presents the generic architecture of the SENDER system as well as the specific
architectures for each Use Cases. As the SENDER solution will provide multiple services depending on
the Use Case considered, we decided to present the SGAM Business and Function layers only for the
specific architectures (see section 3.2).

3.1.

Generic architecture of the SENDER system

The architecture of the SENDER project aims to integrate several core innovations and solutions
– virtual thermal energy storage, SENDER smart box, dynamic user and demand flexibility profiling,
digital twin, smart charging EMS and peer-to-peer trading - in a way that is technically efficient and
takes into account the context of the project. The following module view, described using the
reference architecture SHBIRA, describes how the core innovations will interact.

3.1.1. Module view using SHBIRA
The generic architecture of the SENDER system is shown in Figure 6.

Figure 6: Generic architecture of the SENDER system based on SHBIRA
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To build this generic architecture, we relied on the SHBIRA reference architecture described in
section 2.2, with few adaptations:
• We added the two core beneficiaries of the project – the consumer and the aggregator –
as the notion of stakeholders was missing in the SHBIRA from InterConnect.
• We added crosscutting concerns, such as interoperability, privacy and security, in vertical
mode to highlight the fact that those issues must be treated in all layers of the system, as
well as with external systems. With this adaptation, the generic architecture fully covers
the requirements R2 (“The SENDER System Architecture must include cybersecurity, data
privacy and security concerns as the project focus is in the forefront of the utilization of
individual private data to identify behavioral patterns of individuals”) and R4 (“The
SENDER System Architecture must include interoperability concern at internal level to
ensure the good communication between the Demand Response systems and at external
level to allow the integration of new services and to ensure a strong replicability
potential”), which were not or only partially met by the initial SHBIRA.
• Finally, as one of the main objectives of SENDER is to develop new models to identify
consumer patterns and better forecast consumption to develop pro-active demand
response system, we decided to place the Load and DER forecast tool as well as the
Consumer Digital Twin at the center of the architecture to benefit from all other
components.
The Device layer consists of all the monitorable and controllable devices and homes appliances
deployed in the building. It includes Renewable Energy Sources (RES) units, Heating, Ventilating and
Air-Conditioning (HVAC) systems, lighting systems, Hot Water Tank (HWT), Electric Vehicle (EV) and
its supply equipment. In this layer smart metering systems, sensors and actuators can also be found.
The exact description of the IoT supervision package that will be installed in the edge of the SENDER
system and more specifically inside the buildings that will participate as the pilot sites for the project
demonstration activities can be found in Deliverable 3.4 of the project.
The Gateway layer consists of all the modules that sends data back and forth between the
Device layer and the layers above. The layer is composed of the Home Gateway (or Smart Box),
developed by HPT, to communicate with the HVAC, lighting systems as well as with sensors, of
Electric Vehicle Supply Equipment (EVSE) controllers to communicate with EV supply equipment and
EVs and of specific hot water tank controllers to communicate with hot water tanks.
The Building/Home Semantic Interoperability layer is the key guarantor of the internal
interoperability of the SENDER solution and is further described in section 4.2.
Finally, the Application layer is divided into the following categories:
The SENDER framework enablers/tools are composed of all tools supporting the operation of
the services provided by the SENDER solution (see SENDER deliverable 2.4 “Use cases report”):
• The first enabler is the Load and DER forecasting tool developed by CRS4 in collaboration
with FHOOE and which forecasts the demand and generation at both household and
pilot levels.
• The second enabler is the Consumer Digital Twin developed by PARA and which will
provide a better understanding of consumer behaviors and assess the demand-side
flexibility potential by mirroring typical consumption patterns.
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The solutions supporting services for consumers are in the Energy and Non-energy applications
category. So far, the main components are:
• The End-User Interface developed by QUE and which consists of an appropriate ambient
user interface that displays data streams at different spatiotemporal granularity to
ensure the accessibility of the solution and ensure consumer awareness and
engagement into DR schemes.
• The Peer-to-peer trading platform developed by NTNU and which consists of an
interconnected platform that serves as an online marketplace where consumers and
producers “meet” to trade electricity directly, without the need for an intermediary.
The solutions supporting services for the system operators and market agents are in the Grid
Applications and services category. So far, the main components are:
• The Comfort Profile Engine, developed by HPT and responsible for the extraction of
occupants’ comfort profiles, meaning occupants’ actual preferences in terms of HVAC,
lighting or any other device operation. Those profiles are then used to estimate the
amount of context-aware flexibility that can be offered by specific heating and cooling
loads.
• The Building as a Battery (BaaB) module, developed by HPT and responsible for the
development of state-space thermal models for various building typologies as well as of
device models for various thermal appliances. The outputs support the accurate
estimation of demand flexibility from thermal devices.
• The Demand Flexibility Profiling Framework, developed by HPT and responsible for the
definition and profiling of flexibility offered by the household. Its main functions are the
forecasting of baseline consumption based on collected data from the building’s
monitoring and control systems and the calculation of potential demand flexibility
extracted from the comfort-related loads. Since typically comfort is achieved within
parameter boundaries, not only at exact values, demand flexibility can be extracted by
leveraging the comfort levels as long as there is no or minimal impact on occupants’
comfort. The difference between the baseline consumption and the energy consumption
referred to the leveraged comfort levels is demand flexibility. For each flexibility, the
framework is also providing information about its duration and its activation time.
• The Flexibility Overview module, developed by QUE and which provides to an aggregator
an overview of the flexibility that could be offered by a specific household.
Finally, some components are part of both Energy and Non-Energy applications and Grid
Applications and services, as they support different services that could benefit either the consumer
or the system operator:
• The Smart Control Interface (CI) for hot water tank, developed by NXT and which has
local algorithms, sensors, and control for using the water heater tank as a flexible battery
by regulating the amount of water with the highest temperature in the tank. The amount
of water with set temperature can be regulated actively to optimize the energy needed
to provide enough hot water during the day or to store excess energy from the
household.
• The Building Energy Management System (BEMS) whose main function is to check that
the control performed by the SENDER system won't lead to any overload beyond the
contract power.
• The EV Charging Energy Management System (EVC EMS), developed by Trialog and
whose main function is to offer smart charging based on users’ needs and considered use
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cases - maximization of self-consumption, minimization of the electricity bill or
assessment of flexibility for demand-response.

3.1.2. Completed by a Dependency Structure Matrix
The SENDER system being complex and the interactions between components being numerous,
mapping all these exact interactions on the previously depicted architecture in a human readable
way is very complex, if not impossible. Therefore, we decided to complete this generic architecture
by a Dependency Structure Matrix.
A Dependency Structure Matrix (DSMatrix - also known as a design structure matrix) is a generic
tool for representing and analyzing system models in a variety of application areas. A DSMatrix is a
square matrix (i.e., it has an equal number of rows and columns) that shows relationships between
elements in a system. Since the value of the SENDER system is largely determined by interaction
between its constituent elements, the creation of a DSMatrix at an early stage of the project brings
many advantages:
• It provides a simple and concise way to represent the complex SENDER system.
• It is amenable to powerful analyses, such as clustering (to facilitate modularity) and
sequencing (to minimize cost and schedule risk in processes) as we will see later.
The elements of the system are labelled in the rows to the left of the matrix and in the columns
above the matrix. The off-diagonal cells are used to indicate relationships between the elements. A
marking of the cell indicates a directed link between two elements and represent information flow.
In one convention, reading across a row reveals the inputs that the element in that row provides to
other elements, and scanning a column reveals the outputs that the element in that column receives
from other elements. A DSMatrix is thus not necessarily symmetric.
As an example, in the matrix of the system below, the marking in row “HVAC system” and
column “Home Gateway” (in light orange) indicates that the HVAC system provides inputs to the
Home Gateway (e.g., consumption data, HVAC status). On the other side, the marking in column
“HVAC system” and row “Home Gateway” (in light blue) indicates that the HVAC system receives
outputs from the Home Gateway (e.g., switch on/off command).
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Table 4: Dependency structure matrix of the SENDER system
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From this Dependency Structure Matrix, few conclusions can be drawn:
First, it is important to highlight that three subsystems will run in parallel in the SENDER solution:
• The “HVAC ecosystem” composed of HVAC devices, the Home Gateway and the {BaaB,
Comfort Profile Engine, DFPF} system in charge of assessing HVAC flexibilities
• The “Hot water tank ecosystem” composed of the device, its controller and the smart
Control Interface
• The “EV ecosystem” composed of the EV, its supply equipment, its controller and the EV
Charging EMS
With this parallel configuration, the three subsystems do not directly interact with each other
and operate individually. This configuration brings some modularity to the SENDER solution, which is
beneficial for the project as all households won’t be necessarily equipped with a controllable HVAC
system, a hot water tank deployed by NXT or an EV and its supply equipment. Requirement 5 is met.
From the DSMatrix, it appears that four different solutions will run on data exposed by the three
aforementioned subsystems: the Load and DER forecast tool, the Digital Twin, the End-User Interface
(front-end application) and the Peer-to-Peer trading platform. To avoid time-consuming and
expensive development of three specific connectors to discuss with the Home Gateway, the HWT
controller and the EVSE controller, solution providers decided to implement a common API for the
three subsystems to develop a single connector for the household equipment. The Building/Home
Semantic Interoperability layer has thus been introduced in the SHBIRA. Please refer to section 4.2.2
for further details on this API.
Finally, it appears that some solutions present coupled relationships, meaning that solution A
relies on data from solution B to properly operate as well as solution B needs inputs from solution A.
Those coupled relationships concern the Digital Twin and the Load and DER forecast tool, as well as
the Digital Twin and the Comfort Profile Engine. To avoid any delays or difficulties in integration, it
has been decided to tackle interoperability at early stages and to rely on the AIT Virtual verification
lab (VLab) during the development phase, as presented in section 4 and subsection 4.1.2.

3.1.3. Module view using SGAM
In this section, we solely present the SGAM Component, Communication and Information layers
of the generic architecture, as the SGAM Business and Function layers greatly vary from one Use
Case to another as the services provided by the SENDER solution also vary. To link each component
of the SENDER solution to its final function, please refer to the specific architectures per use case
(see section 3.2). A detailed legend of the symbols used is available in annex.
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Figure 7: SGAM Component layer of the generic system architecture

This layer details the different components of the system and their physical interactions. Note
that the Building as a Battery module is also named VTES for Virtual Thermal Energy Storage.
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Figure 8: SGAM Communication layer of the generic architecture

This layer details the communication protocols that are used to communicate between the
different components of the system.
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Figure 9: SGAM Information layer of the generic architecture

This layer describes the different information that are being exchanged between the
components.
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3.2.

Specific architecture per Use Case

Five different use cases to demonstrate in SENDER have been identified in co-creation (see
Deliverable 2.4):
• Residential Explicit Demand Response
• Maximizing the use of Renewable Energy Sources (RES)
• Minimizing the electricity bill
• Remote monitoring and control of home devices
• Peer-to-peer energy trading
As the services provided by the SENDER solution vary from one use case to another, we decided
to describe specific architectures for each use case. The actors, the core innovations as well as the
information exchanged between modules are indeed different from each other. We have thus
defined, for each use case, the three upper layers of the SGAM - the Business, Function and
Information layers (with the modules relevant for the use case only) - to depict the business goals
and functions performed by the SENDER solution to support the use case and we defined specific
SHBIRA with greyed boxes to highlight the modules not involved.

3.2.1. Residential Explicit Demand Response
This Use Case describes how the residential sector can take part in Explicit Demand Response
and propose/offer some flexibility to grid operators without impacting their comfort. It describes:
• How Smart Homes, equipped with the SENDER solution, takes part in Demand Response by
proposing/offering flexibility extracted from Heating Ventilating Air-Conditioning (HVAC)
systems, lighting systems, Hot Water Tanks and/or Electric Vehicles (EVs) to an aggregator
• How Smart Homes, equipped with the SENDER solution, responds to flexibility activation
demands by automatically adapting the loads of the aforementioned assets according to the
flexibility activation demand
• How the occupant of the Smart Homes will be notified about automatic responses and DR
requests and can opt-out of a planned or ongoing automatic response after receiving a
notification.
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Figure 10: SGAM Business layer of the "Residential Explicit Demand Response" Use Case (see References [24])
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Figure 11: SGAM Function layer of the "Residential Explicit Demand Response" Use Case (see References [24])
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Figure 12: SGAM Information layer of the "Residential Explicit Demand Response" Use Case (see References [24])
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Figure 13: Specific SHBIRA for the “Residential Explicit Demand Response” Use Case (see References [24])

3.2.2. Maximizing the use of RES
This Use Case describes how the SENDER solution will maximize self-consumption to charge
Electric Vehicles and to heat domestic water. It relies on the following functions:
•
•
•
•
•

Forecasting of the generation of the renewable energy installation of the household
Learning of the usage pattern of hot water of the household
Optimization of the water heating schedule in accordance to renewable generation forecast
Optimization of the EV charging schedule in accordance to renewable generation forecast
Opt-out option: give the possibility to the consumer to override the optimizations
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Figure 14: SGAM Business layer of the "Maximizing the use of RES" Use Case (see References [24])
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Figure 15: SGAM Function layer of the "Maximizing the use of RES" Use Case (see References [24])
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Figure 16: SGAM Information layer of the "Maximizing the use of RES" Use Case (see References [24])
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Figure 17: Specific SHBIRA for the “Maximizing the use of RES” Use Case (see References [24])

3.2.3. Minimizing the electricity bill
This Use Case describes how the SENDER solution will synchronize the consumption of
customer’s appliances with the period of lowest prices from the energy supplier and/or distribution
system operator to minimize the electricity bill of the consumer. It relies on the following functions:
•
•
•
•
•

Reading of price signals or price forecasts
Learning of the usage pattern of hot water of the household
Optimization of the water heating schedule following the period of lowest prices
Optimization of the EV charging schedule following the period of lowest prices
Opt-out option: give the possibility to the consumer to override the optimizations
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Figure 18: SGAM Business Layer of the "Minimizing the electricity bill" Use Case (see References [24])
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Figure 19: SGAM Function layer of the "Minimizing the electricity bill" Use Case (see References [24])
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Figure 20: SGAM Information layer of the "Minimizing the electricity bill" Use Case (see References [24])
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Figure 21: Specific SHBIRA for the “Minimizing the electricity bill” Use Case (see References [24])

3.2.4. Remote monitoring and control of home devices
This Use Case describes how the SENDER solution will allow consumers to remotely monitor and
control some of their home devices (e.g., HVAC system and hot water tank) through the SENDER web
application.
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Figure 22: SGAM Business layer of the "Remote monitoring and control" Use Case (see References [24])
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Figure 23: SGAM Function layer of the "Remote monitoring and control" Use Case (see References [24])

D3.1

www.sender-h2020.eu

45/81

Figure 24: SGAM Information layer of the "Remote monitoring and control" Use Case (see References [24])
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Figure 25: Specific SHBIRA for the “Remote monitoring and control” Use Case (see References [24])

3.2.5. Peer-to-peer trading
This Use Case describes how the SENDER solution will propose peer-to-peer electricity trading to
final end-users. The energy trades will be displayed in the peer-to-peer trading platform so all
participants can overview who they sold/bought power (ID), the amount (kWh) and the cost (€). It
relies on the following functions:
•
•
•

•

Collection of consumption data and buying price from Buyer at a specific time (kWh and €)
Collection of production data and selling price from Seller at a specific time (kWh and €)
Merging of the consumption and production of each user to find if the participant has a total
demand or supply at a specific time. The total demand decides if the participant acts like a
buyer or seller in this time
Market clearing: matching of demand and supply and description of each trade at a specific
time (every 15 minutes)
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Figure 26: SGAM Business layer of the "Peer-to-peer trading" Use Case (see References [24])
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Figure 27: SGAM Function layer of the "Peer-to-peer trading" Use Case (see References [24])
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Figure 28: SGAM Information layer of the "Peer-to-peer trading" Use Case (see References [24])
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Figure 29: Specific SHBIRA for the “Peer-to-Peer trading” Use Case (see References [24])
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4. Interoperability
Smart grid is envisioned to have a mosaic of a large number (millions) of heterogeneous cyberphysical systems, sub-systems, devices and components that work together, in a vendor-neutral way,
to enable innovative applications in modern power systems. Any successful rollout of such
applications, however, must address the primary challenge of integration. The scope of this challenge
is much larger, and it cannot be solved by a single organization, entity, or stakeholder. All the
involved stakeholders need to work together to agree on how system, subsystems and components
should interoperate and interact using the “automation interfaces” within the context of the
respective application. Achieving interoperability brings many advantages at various levels. For a
user, intelligent devices and systems can connect to each other effortlessly or with little effort (plug
and play) and give freedom to choose any vendors. Reduced installation costs is also an important
advantage. For large scale deployment and management, the advantages include, but are not limited
to, the reduction in cost of installations and configurations, upgrades and operations but also
provides a better security and privacy management.
There are many definitions of what interoperability should mean, adopted by various standard
organizations and policy institutions. These definitions sometimes are slightly different in wordings,
however, cover the ability of two systems to interchange and exchange data/information in a
meaningful way whenever required.
According to IEEE Standard Computer Dictionary, interoperability is defined as:
“The ability of two or more system or components to exchange information and to use the
information that has been exchange.” [IEEE Standard Computer Dictionary]
Whereas IEC61850-2010 defines the interoperability as
“the ability of two or more devices to exchange information and use that information for correct
cooperation to perform the required functions” [IEC 61850-2010]
To summarize and to understand the concept of interoperability better, an interoperability
metamodel is presented in Figure 30 below.

Figure 30: Interoperability metamodel
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The metamodel shows two systems (A and B) that are interested in interoperating with each
other. For this to happen, two important concepts (an interface and a data model) must be
implemented/provisioned by each system. The first concept is of an interface and it is defined (by the
IEEE Standard Computer Dictionary) as the shared boundary between the two systems and works as a
path that data takes for the communication between the systems. An example of an interface is IEC
61970 that provides an API for the energy management systems. The second concept is of a data
model that is an abstract model organizing the properties of the system along with their structure
and that would be interesting for other systems to know. Some examples of data models include the
famous IEC 61850, IEC 61400-25, IEC 61968, etc.
Interoperability is a critical enabler of the smart grid potential and should be considered an
integral capability of any smart grid application being developed from the very beginning in the
project development lifecycle. Since interoperability provision is a design consideration, considering
it at early stages has advantages both in terms of cost and efforts. On the other hand, it also makes
the communication effective and easier when the involved partners and stakeholders have a better
understanding and documentation of the automation interfaces, dependencies and expectations.
This knowledge and understanding also improve the collaboration and later development of the
system since the interaction is well known and there can be no surprise at the time of integration.
This can save a lot of time, money and efforts as this reduces the need to revisit the design or to
move back to a previous lifecycle phase. The project SENDER, therefore, has a strong focus on the
provision of interoperability and is considering it from the very beginning of the project development
lifecycle.

4.1.

Levels of interoperability

Interoperability is a complex phenomenon involving multiple layers and aspects. It is therefore
not possible to measure it in a simple yes/no form. In general, developing an interoperable
ecosystem is a long process that requires agreeing on various aspects related to communication and
information model in addition to regulations and business cases. These layers need to be identified
and agreed on so that a common understanding and methodology can be developed. This problem
of measuring the interoperability has been addressed in literature and some well-known models
exist that provide a way to understand and measure the level of interoperability that a system in
question can support or is aiming to support. One such model is the GridWise Architecture Council’s
Interoperability Context-setting Framework (see References [18]). A brief description of the
framework is presented in the sub-section below.

D3.1

www.sender-h2020.eu

53/81

Figure 31: GWAC interoperability context setting framework (see References [18])

4.1.1. GWAC model [18]
The GridWise Architecture Council’s Interoperability Context-setting Framework is shown in
Figure 31. The framework is a conceptual model that is developed to highlight the importance of
organizational, information and technical specifications for an interoperable smart grid application. It
is especially focused and thus useful in enabling the automation among various entities that would
be involved in a smart grid solution. The framework also provides an Interoperability Maturity Model
that makes it possible to estimate the current level of interoperability and to plan and organize the
steps to achieve a higher level. The maturity model is based on the Capability Maturity Model
Integration that is developed and governed by the Software Engineering Institute at Carnegie Mellon
University USA.
The GWAC identifies three high level interoperability categories, each subdivided in subgroups of
higher granularity. The technical subcategories handle the establishment of a reliable
communication path, transport considerations and message format and structure issues. The
informational subcategories focus on semantic understanding between devices, i.e. the definition of
common concepts and their context in order to avoid misunderstandings. The organizational
subcategories describe measures taken to insure effective information interoperability between
business organizations. The model also identifies cross-cutting issues that needs to be addressed to
achieve interoperability but are not specific to one category. An overview describing various maturity
levels is presented in Erreur ! Source du renvoi introuvable.Table 5.
It is however important to note that all three categories of interoperability are important and are
complementing each other. Achieving a high level in one category helps to achieve better score
overall, as well as improvement in other categories. It is however possible that, based on the
application and interests of the involved stakeholders, some of the categories may be given priority
over the others. But in general, not considering all levels of interoperability could lead to a gap on
the syntactic, semantic and/or pragmatic level and consequently increase integration efforts and
lead to a higher error rate.
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Table 5: Overview of the interoperability maturity levels proposed in GWAC

Level

Category

Name

Description

Basic Connectivity

A mechanism for establishing physical and logical links
between systems is present

Network
interoperability

Existence of a standardized mechanism for sending
communications across many networks

3

Syntactic
interoperability

The stakeholders involved in the communication have a
common understanding of message data structures

4

Semantic
Understanding

There is a common understanding and agreement on
the structure of the communications and the contents
being communicated between the systems involved

5

Business Context

Stakeholders have a common understanding of various
functions related to business cases and their context

6

Business
Procedures

The involved stakeholders have a common
understanding of the scope and mission of the solution

1

2

Technical
(Syntax)

Informational
(Semantics)

7

Organizational Business
(Pragmatic)
Objectives
Economic/
Regulatory Policy

8

There is a shared understanding of strategic and
tactical business objectives among the organizations
involved
Among the stakeholders involved, there is a shared
understanding of the political and economic objectives
in policies and regulations

4.1.2. Expected interoperability maturity levels reachable in SENDER
Effective communication is an important way of reaching an agreement. A higher level of
interoperability can be achieved if the involved stakeholders have access to collaborative platforms
and necessary tools that are easy to use and understandable by a wide audience. Such tools can help
in providing a common language for better communication and help in agreeing on and documenting
the automation interfaces that help in achieving the business objectives and needs of the involved
stakeholders. Developing and agreeing on a shared information model is an important step towards
interoperability. Such a model can facilitate in understanding the information exchange and help to
find the needs and expectations regarding business cases/use cases. Additionally, documentation of
the identified interfaces also provides valuable information during the development of the
components and sub-systems.
In the SENDER project, this need is specifically addressed with a tool called the AIT Virtual Lab
(VLab) which helps in developing a shared information model, in documenting interfaces and in
clarifying the functional objectives. The VLab is also capable of generating standardized APIs and
SDKs that promote standardization. Also, business case/use case and ICT architecture requirements
are formally carried out. Due to these activities, the SENDER consortium will be able to achieve a
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higher level of interoperability supported by various tool and activities. In general, it is expected to
achieve maturity level of 5 or higher.

Figure 32: Expected interoperability maturity levels reachable in the SENDER project

4.2.

Compliance to standards

A proper way to enable interoperability of a solution is to rely on existing protocols or standards
with a high-level of maturity and to extend them if required. We should accept proprietary protocols
only if the scope is limited (e.g. internal interface). This section will select relevant standards for the
SENDER solution at both external and internal levels:
• At external level, the SENDER solution must be usable in multiple European countries
and thus interoperable with various external systems. Replicability is indeed a major
concern in the SENDER project. The target number of EU countries with replication
potential has been set to more than five countries. To ensure this replicability, we should
thus rely on standards widely spread in Europe.
• At internal level, a common API, further described in section 4.2.2, is foreseen to ease
the information exchanges between internal components.

4.2.1. External interfaces
To ensure a wide-spread implementation of the solution throughout Europe, the SENDER
solution must be easy to interface with. So far, two interfaces with external systems have been
identified:
• The northbound interface between the SENDER solution and the Aggregator
• The southbound interface between the SENDER solution and Smart Appliances able to
provide flexibility
As detailed in section 4.1, several levels of interoperability are at stake for SENDER. While
network and syntactic interoperability are mainly technical issues that can easily be solved, the main
challenge to consider is semantic interoperability. Therefore, our focus is on standards and
candidates covering information models, either standalone (e.g. SAREF) or together with an
applicative protocol (that may even sometimes come with a communication protocol, e.g., Zigbee).
Pure communication protocols (e.g., Ethernet, Wifi) are then excluded from the analysis.
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Please note that the interface between the SENDER solution and hot water tanks is already
covered as the smart CI, developed by NXT in the SENDER project, is designed to interface with a
smart water tank from the Norwegian hot water heaters manufacturer, Høiax.
For the northbound interface, three technologies are considered: OpenADR, FlexOffer and EFI.
For the southbound interface, three different categories should be considered, as represented in
Figure 33:
• EV charging: connection to EV supply equipments
o There is a wide consensus in the industry to use OCPP
o Several versions are considered: OCPP 1.6 and OCPP 2.0
o OCPP may be replaced by the on-going IEC 63110 in few years
• Large domestic appliances: connection to heat pumps, PV inverters, storage units, HVAC
systems, etc.
o Even though they are used in households, large energy devices such as heat pump,
PV inverters, etc. are mostly using technologies from the energy industry
o In this industry, many solutions are based on simplistic technologies (e.g. ON-OFF
wire) and/or proprietary solutions (e.g. specific data format over RS-485)
o Besides these simplistic/proprietary solutions, several standards (or candidates) are
considered: EEBus, Modbus, KNX, SAREF4ENER, IEEE 2030.5
• Low-power IoT devices: connection to low-power devices such as sensors, light control etc.
o Mostly radio protocols are used, using a full stack from physical to application layer
o The considered standards (or candidates) are: Zigbee, Z-Wave, Matter

Figure 33: Mapping of the three categories with the Sender architecture

The table below summarizes the identified standards or candidates for the above mentioned
interfaces, briefly described in the following sections:
Table 6: List of standards or candidates for external interfaces

Interface

Standards or candidates

External: SENDER solution 
Aggregator

OpenADR, FlexOffer, EFI

Internal: SENDER solution 
Smart Appliances

4.2.1.1.

D3.1

EV charging
Large domestic appliances
Low-power IoT devices

OCPP (1.6 or 2.0), IEC 63110
EEbus, Modbus, IEEE 2030.5, KNX, SAREF4ENER
Z-Wave, ZigBee, Matter
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This section briefly presents the protocols that could be used to interface with aggregators or
system operators.
4.2.1.1.1.

OpenADR

The Open Automated Demand Response (OpenADR) is an open-source smart grid
communications standard used for demand response applications [3]. The protocol has been
developed by the United Stated Department of Energy’s Lawrence Berkeley National Laboratory in
2002. It is typically used in demand response scenarios when specific signals are sent to devices to be
turned off during periods of higher demand. The OpenADR standard, currently at version 2.0b,
prescribes the information exchange between utilities and energy management control systems.
OpenADR uses a service-oriented architecture (SOA) in which all interactions occur between
entities called virtual top nodes (VTNs) and virtual end nodes (VENs), as shown below.

Figure 34: OpenADR service-oriented architecture

In general, the VTNs send demand response signals to the VENs and there is a hierarchical
relationship between VTNs and VENs, where in some cases a node can be a VEN and a VTN at the
same time. This model therefore supports the notion of intermediaries such as aggregators, which
are common within existing demand response implementations.
Up to now, two profiles of OpenADR have been developed. Profile A is targeted towards low-end
devices and is limited to a simple implementation of OpenADR enabling only the notification of the
VEN of upcoming DR events and sending the demand response signals from the VTN to the VEN.
Profile B is targeted toward fully functional control systems and devices and enables feedback and
additional services. It includes the opt out of the VEN from DR events and the information reporting
to the VTN. This information is typically used by the VTN to both predict and monitor the behavior of
the demand-side loads associated with the VEN.
The standard allows a response signal to the DR event to travel back from VENs to the VTNs, and,
in addition, other information can also be exchanged related to DR events, such as event name and
identification, event status, operating mode, various enumerations characterizing the event,
reliability and emergency signals, renewable generation status, market participation data and test
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signals [4]. The implementation of the services is based on standard-based IP communications such
as HTTP and XML Messaging and Presence Protocol (XMPP).
The demand-response signals are the means by which a VTN interacts with a VEN in order to
influence or change the load profiles of the demand-side loads associated with the VEN. The
OpenADR specification supports a wide range of different types of demand-response signals such as
direct load control, or price incentives.
From the security perspective, OpenADR 2.0 aims to conform with the NIST Cyber Security
requirements and follows the guidelines provided by the “Security Profile for OpenADR”. At the
moment OpenADR 2.0 is limited to electrical DR. It would be important to consider the relation to
other energy sources used e.g. for heating and cooling in a cross-carrier energy context to apply DR
also to other energy sources.

4.2.1.1.2.

FlexOffer

FlexOffer is an application-level communication protocol for flexibility trading between
prosumers, aggregators and DSOs. This protocol helps in defining and transmitting flexibility offers.
In simple cases, it is an offer from a prosumer to an aggregator, but in more complex cases, a
flexibility offer can represent a production, a mix between production and consumption (balancing,
self-consumption) or a constraint on the electricity network. It thus offers a unified way of
representing or modelling flexibilities and is relatively adaptable as it details the messages used and
not the use cases. It also allows the aggregation of flexibility offers between different types of
prosumers and different aggregators.
This protocol has been developed in a number of European projects (e.g., Mirabel, Totalflex,
Goflex, GIFT).
A visual representation of a (simple) flex-offer is shown below. Each bar in the graph corresponds
to a time slice of energy consumption, with the lower part representing the minimum amount of
energy that a flexible resource needs to provide its service, and the upper part an interval within
which it can adjust its consumption, while still satisfying functional constraints (e.g., comfort
temperature). This is called to (energy) amount flexibility. Another type of flexibility is time flexibility
as shown in figure below. Time flexibility is provided when an energy load can be shifted within a
time interval, defined by an earliest start time at which the flexible resource can start its
consumption, and a latest end time at which it should be done. When created, a flex-offer is assigned
a baseline schedule that corresponds to the consumption pattern that the associated flexible
resource prefers to follow. Updated schedules can be assigned to the flex-offers to modify the
consumption behaviour of the flexible resource, utilizing its provided flexibility. More advanced
forms of the flex-offer exist and are described in [8] and [9].
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Figure 35: A visual representation of the simple flex-offer

4.2.1.1.3.

EFI – Energy Flexibility Interface

The Energy Flexibility Interface (EFI) [12] is a communication protocol developed and maintained
by the non-profit Flexible power Alliance Network (FAN) aiming at the interoperable control of
various smart appliances that can offer flexibility (e.g., solar panels, heating, air-conditioning units
and electric vehicle).
The EFI protocol is publicly available at no cost from the FAN GitHub.
The interface is part of the so-called Energy Flexibility Platform. Both components together form
a runtime environment enabling the interaction of various smart grid applications on one side and
with smart appliances on the other side. Figure 36 illustrates the high-level design of the Energy
Flexibility Platform & Interface (EF-Pi).

Figure 36: Energy Flexibility Platform & Interface Architecture Overview [13]
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A key functionality of the Energy Flexibility Platform & Interface is its ability to abstract energy
flexibilities from vendor dependent implementations, by relying on vendor specific appliance drivers.
These drivers can be connected to their respective appliances by any physical layer protocols such as
Zigbee, Z-Wave, PLC, WiFi, Ethernet or a proprietary protocol. To the upper layers, the appliance
drivers provide abstract models of the underlying energy flexibility (flexibility potential) by means of
so-called control space (CS) elements. EFI distinguishes four different control spaces [13]:
•
•
•
•

Uncontrollable CSs that do not offer flexibility but are measurable
Time-shiftable CSs that support flexible scheduling but are constrained by a deadline
Buffer/Storage CSs offering flexible production or consumption but are bounded to a
buffer limit
Unconstrained CSs offering flexible production and not bound to a buffer, e.g. gas
generators.

On the upper layers, Demand-Side Management solutions such as OpenADR, can use the control
space elements to determine a suitable usage profile of the device. Based on the usage profile, the
upper layer can request an abstract device behaviour, e.g. turning it on or off, by means of so-called
allocations. Upon allocation, the appliance drivers translate the abstract allocation to a device
specific control sequence and send it to appliances.
The Energy Flexibility Platform & Interface are open source in order to encourage the
development of further appliance drivers and the development of new applications [12].

4.2.1.2.

SENDER solution  Smart Appliances interface

This section briefly presents the protocols that could be used to connect the SENDER solution to
Smart Appliances, (EV charging, Energy and Smart Home as described above).

4.2.1.2.1.

EV charging protocols

4.2.1.2.1.1.

Open Charge Point Protocol

Open Charge Point Protocol (OCPP) has been designed and developed to standardize the
communications between an Electric Vehicle Charging Station and a Charging Station Management
System (CSMS), which is used for operating and managing charging stations. OCPP is an international
open standard, which was developed in 2009, and now it is supported by majority of stakeholders in
the EV industry such as utilities, EV charger manufacturers and back-office software suppliers [6].
As such, the OCPP is designed to be vendor independent, thereby creating the freedom for
infrastructure operators in choosing EV chargers and for vendors to supply EV chargers to any
infrastructure operators. Thus, it shall allow charging stations and central systems from different
vendors to easily communicate with each other [7].
Till now, several OCPP versions have been released that include OCPP 1.2, OCPP 1.5, OCPP 1.6,
and OCPP 2.0 [5, 6]. OCPP 1.5 is designed to be implemented with SOAP which uses XML information
set for its message format, and relies on application layer protocols such as HTTP for message
negotiation and transmission.
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OCPP 1.6 is based on OCPP 1.5, with some new functionalities and considerable textual
improvements. It introduces new features to accommodate the market. These features include
smart charging, OCPP using JSON over web sockets, better diagnostics possibilities, and more charge
point statuses, etc. Due to improvements and new features, OCPP 1.6 is not backward compatible
with OCPP 1.5. It can be observed that OCPP 1.6 has two different variants, namely OCPP-S for SOAP
and OCPP-J for JSON. If a system supports both JSON and SOAP variant, it should be labelled as OCPP
1.6-JS or simply OCPP 1.6.
Furthermore, OCPP 2.0 introduces new functionalities such as device management compared to
OCPP 1.6. Due to improvements and some new features, OCPP 2.0 will not be backward compatible
with old versions such as OCPP 1.6 or OCPP 1.5.
The OCPP standard is a strict protocol: it does not only describe messages, but also the related
behaviour of the CSMS and charging station, under the form of use cases, with the detail of the exact
sequence of messages that is to be used.
Note that to pilot V2G (i.e. the discharging of the EV battery in the grid), OCPP 2.0 is preferred,
even if the feature is not standardized in this version of the protocol (it will most probably be in
version 2.1). However, the extension of the protocol is feasible through the creation of custom
messages (DataTransfer).

4.2.1.2.1.2.

IEC 63110

The IEC 63110 is an international standard defining a protocol for the management of electric
vehicles charging and discharging infrastructures, which is currently under development by the
International Electrotechnical Commission (IEC). It will address the requirements and information
exchange for the establishment of an e-mobility ecosystem, therefore covering the communication
flows between the different e-mobility actors as well as data flows with the Electric Power System.
The standard will cover many different features, such as the management of energy transfer
(e.g., charge session), the asset management of EV supply equipment and the
authentication/authorization/payment of charging and discharging sessions. The business use cases
developed in IEC 63110-1 (“Basic Definitions, Use Cases and architectures”) are shown below.
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Figure 37: Business use cases developed in IEC 63110-1

IEC 63110-part 1 is currently under development, but some information can be found in [25] (see
References).

4.2.1.2.2.

Large domestic appliances protocols

4.2.1.2.2.1.

EEBus (SPINE/SHIP)

The EEBus protocol is developed by the EEBus Initiative e.V, which is a non-profit organisation
with manufacturers from the sectors of networked building technology, electromobility and energy.
The protocol enables the information exchange to coordinate and shift the energy between an
intelligent power grid and the individual components in the households and buildings (e.g.,
photovoltaic system, battery storage, heating and electric vehicle).
The EEBus protocol is publicly available at no cost from the EEbus website. It has been used in
the European project REnnovates, which ended in 2018, and is used in innovation projects from
several automotive manufacturers, such as Audi or Volkswagen. It is now mainly adopted by German
actors, but tends to spread.
EEBus is divided in 3 subparts, as shown in Figure 38:
• The Smart Home Internet Protocol (SHIP) handles everything related to the SGAM
Communication layer
• The Smart Premises Interoperable Neural-message Exchange (SPINE) defines data model
for the SGAM Information layer
• The use-cases are designed separately
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Figure 38: EEBus SGAM Architecture

The protocol is quite generic and can be used in a wide range of areas, as shown in Figure 39.
Many use cases implementing EEBus have been developed in the Smart Home and Smart Grid
domains, in order to limit the variability of the scenarios implementation. In particular, E-mobility
Use Case Specifications were published in 2019 [10]:
• Coordinated EV charging
• Overload protection by EV charging curtailment
• Optimization of self-consumption during EV charging
• EV charging electricity measurement
• EV and EVSE commissioning and configuration
The same year, the EEBus Initiative E.V. releases HVAC use cases specifications:
• Configuration of room cooling temperature and system function
• Configuration of room heating temperature and system function
• Monitoring of outdoor temperature
• Monitoring of room temperature
• Monitoring of room cooling system function
• Monitoring of room heating system function
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Figure 39: Interfaces covered by EEBus

4.2.1.2.2.2.

Modbus

The Modbus protocol is a messaging structure developed by Modicon (Schneider Electric) in
1979. It is used to establish master-slave/client-server communication between various devices
connected to the same network. It is a request/reply protocol. A device exposes services via Modbus
registers and function codes. Function codes are predefined and registers are free to be filled in by
the manufacturer.
Each device communicating (transferring data) on a Modbus network is given a unique address.
There’s many variants of the Modbus protocol available. Most common are:
• Modbus RTU: this variant is used in serial communication and makes use of a compact,
binary representation of the data. Binary is machine readable.
• Modbus ASCII: this variant is used in serial communication and makes use of an ASCII
representation of the data. ASCII is human readable and less efficient (in communication
between devices) than binary/machine readable.
• Modbus TCP: this variant is used for communication over IP (Internet Protocol). TCP/IP
provides a reliable data transport mechanism (better than the above) between devices.
Data model and function calls are identical for all these three variants. However, the variants are not
interoperable, nor are the messages.
Every device has its own way of expressing functionality via Modbus registers and function
codes. There’s not a common way to express for instance a ‘set limit’ or ‘read power measurement’
command. Every manufacturer can choose which services are made available (which registers and
functions should be used) and what those registers mean. Besides the fact that all Modbus devices
‘speak’ the same language it is still to be determined which ‘messages’ should be used and what their
meaning is. Because every device has its own way of expressing its functionalities, interaction
between Modbus devices always requires a device specific coupling. Finally, it is important to
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mention that the Modbus protocol defines a strict data model that can’t be extended and that it
requires hardwired connections.

4.2.1.2.2.3.

IEEE 2030.5 / SEP 2.0

The SEP 2.0 protocol or IEEE 2030.5 standard formalizes the requirements for many aspects of
the smart energy ecosystem including device communication, connectivity and information sharing
requirements. It provides the guidelines on how devices should communicate with one another. The
protocol is based on the IEC 61968 Common Information Model and the IEC 61850 information
model for DER. It follows a RESTful architecture utilizing widely adopted protocols such as TCP/IP and
HTTP. SEP 2.0 originates from the ZigBee Alliance and is a successor to the Zigbee Smart Energy
Protocol v1.
The protocol defines various device properties that can be manipulated. These properties (also
known as “resources”) work together in logical groups to implement SEP 2.0 functionalities (called
the “function sets”). A metering system, or pricing system, is an example of an application-specific
function set. The protocol is quite broad and the function sets are defined in a generic way (client
can be a thermostat, but also an EV) which means that it can be used in a wide range of areas.

4.2.1.2.2.4.

KNX

KNX is a worldwide standard for home and building control, developed and promoted by the KNX
Association. It provides energy efficiency by controlling heating/cooling and lighting. KNX is an OSI
layer based communication standard for building automation. KNX is largely used in the commercial
sector but nowadays it is implemented into many residential properties as well.
KNX provides energy management to control for example when to start charging the EV. Within a
KNX system each device can be programmed, for example to read information from solar panels or
other renewables to know how much energy those devices are generating.
In contrast to a standard electric installation, there is no hardwired connection between the
control units and the power supply, for example a light switch is not directly connected with the
respective light. Instead, devices and electric assets are connected via the KNX BUS. Both star and
tree network topologies are supported. This enables setting it up as a completely decentralized
system, but also supports a setup with an EMS (closest to the direct approach).
KNX is however quite complex/has a steep learning curve, requiring courses to use it.
Furthermore, when it comes to connecting the KNX system to the internet, there are some security
challenges that should be taken into consideration to avoid any attacks from outside the house.

4.2.1.2.2.5.

SAREF/SAREF4ENER

The Smart Anything REFerence ontology (SAREF) is a reference ontology defining a set of concept
and categories defined by their properties and relations (see Figure 40). Its aim is to help achieve
interoperability among IoT projects. Its development started in 2013, backed by the European
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Commission in collaboration with the European Telecommunication Standardization Institute (ETSI).
SAREF is published as a series of ETSI technical specifications, consisting of a modular framework that
comprises a generic core ontology for loT and 10 domain-specific extensions (ETSI TS 103 410, parts
1–10), such as SAREF for Energy, Buildings and Cities, amongst others.

Figure 40: Overview of the SAREF ontology

In total, SAREF contains 81 classes, 35 object properties and 5 data properties. Most important is
the concept of Device, which is defined as a tangible object designed to accomplish a particular Task.
In order to accomplish this task, the device performs a Function. For example, a temperature sensor
is a device of type saref:Sensor, designed for tasks such as saref:Comfort, saref:WellBeing or
saref:EnergyEfficiency, and performs a saref:SensingFunction. A Command is a directive that a device
needs to support to perform a certain function. Depending on the function(s) it performs, a device
can be found in a corresponding State. A device that wants its function(s) to be discoverable,
registerable, and remotely controllable by other devices in the network can expose these functions
as a Service. A device can also have a Profile, which is a specification to collect information about a
certain Property or Commodity (e.g. Energy or Water) for optimizing their usage in the
home/building in which the device is located. A Property is defined as anything that can be sensed,
measured or controlled by a device, and is associated to measurements. For example, a temperature
sensor measures a property of type saref:Temperature. A Measurement is the measured value made
over a property and must be associated to a unit of measure and a timestamp.
The communication among devices within the network is handled by a Knowledge Engine as
depicted in Figure 41.
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Figure 41 : Visualization of the data flow within the Knowledge Engine

The smart connector provides two functions to achieve interoperability: translation and
discovery. It translates between SAREF and the specific language of the device it is connected to. It
also dynamically discovers other smart connectors that can supply relevant data, which prevents
hard links between devices. These two functions of the smart connector allow connections between
devices in a network to be solely based on concepts and relations from SAREF. The translation
function is handled by custom code that maps the specific device language to SAREF. The discovery
function requires the smart connector to be configured with the knowledge demand and knowledge
supply of the device. The demand describes the data that the device requires to function, while the
supply describes the data that the device can provide to other devices. The discovery is handled by
the Service Directory to which all smart connectors in the network register and from which they can
retrieve the other smart connectors currently available.
SAREF4ENER (previously called SAREF4EE) is an extension of SAREF that was created in
collaboration with EEBus and Energy@Home to enable the interconnection of their different data
models, Energy@Home developing and promoting technologies and services for energy efficiency in
smart homes, based upon the interaction between user devices and the energy infrastructure.
SAREF4ENER is thus meant to enable the (currently missing) interoperability among various
proprietary solutions developed by different consortia in the smart home domain. By using
SAREF4ENER, smart appliances from manufacturers that support the EEBus or E@H data models will
easily communicate with each other using any energy management system at home or in the cloud.
SAREF4ENER extends SAREF with 63 classes, 17 object properties and 40 data type properties. It
focuses on demand response scenarios, in which customers can offer flexibility to the Smart Grid to
manage their smart home devices by means of a Customer Energy Manager (CEM). In the ETSI
specification (see References [29]), the SAREF4ENER is illustrated with four use cases:
• Use case 1: configuration of devices that want to connect to each other in the home
network, for example, to register a new dishwasher to the list of devices managed by the
CEM
• Use case 2: smart energy management/ (re-)scheduling appliances in certain modes and
preferred times using power profiles to optimize energy efficiency and accommodate the
customer's preferences
• Use case 3: monitoring and control of the start and status of the appliances
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•

Use case 4: reaction to special requests from the Smart Grid, for example, incentives to
consume more or less depending on current energy availability, or emergency situations
that require temporary reduction of the power consumption

4.2.1.2.3.

Low-power IoT devices protocols

The following are the most commonly and widely used communication & data exchange services
mainly supported by the majority of cutting-edge commercial Smart Appliances.
4.2.1.2.3.1.

Z-Wave

The Z-Wave protocol is a wireless, radio frequency (RF) based communications technology
designed particularly for control, monitoring and status reading of household applications.
Developed particularly for smart home networks, it is used by a large number of smart appliances,
smart home systems and IoT equipment. It covers from the physical layer to the application layer.
It was developed by the Danish company Zensys in 1999 and is now maintained by the Z-Wave
Alliance, founded in 2005.
A Z-Wave network relies on two types of devices – Controllers/Masters and Slaves. The
controller is generally a Z-Wave gateway that controls data communication between other nodes
and connect them to the internet. The application layer of the protocol proposed around 670
commands, most of them being GET, SET and REPORT services applied to various assets.
It is a mature and plug-and-play solution offering simplicity regarding the overall
implementation. Finally, Z-wave supports advanced security mechanisms for the communication
between IoT devices.
4.2.1.2.3.2.

ZigBee

The ZigBee protocol, developed by ZigBee alliance, is a mature and plug-and-play solution
commonly used by several residential smart appliances. In addition, it is used to link appliances,
lighting fixtures and other equipment in buildings. For instance, vendors such as Philips and IKEA use
Zigbee Lightlink to communicate with the lighting fixtures. In general, there are several commercially
available smart products that utilize the ZigBee protocol for the communication. Zigbee covers from
the physical layer to the application layer. The main drawbacks of the protocol are the limited
security levels as well as the hardware and software interoperability. Nowadays, manufacturers such
as Philips develop products supporting both ZigBee and Z-wave.
Devices in a Zigbee network are specified according to their logical function in the system (see
Figure 42):
• Coordinator: there is exactly one coordinator in each network that forms the root of the
network tree and can serve as a bridge to other networks. It is responsible for initiating the
network and selecting the network parameters such as radio frequency channel or unique
network identifier and other various operational parameters.
• Router: a router acts as intermediate nodes, relaying data from other devices. Router can
connect to an already existent network, also able to accept connections from other devices
and be some kind of re-transmitters to the network.
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•

End Devices: End Devices are low-power/battery-powered devices that can collect various
information from sensors and switches. They have sufficient functionalities to talk to their
parent (either the coordinator or a router) and cannot relay data from other devices. Each
end device can have up to 240 end nodes which are separate applications sharing the same
radio.

Figure 42 : Zigbee network

End devices transmit their data to their parent node either during predetermined time slots or
whenever the channel is free, depending on how the network has been configured.

4.2.1.2.3.3.

Matter (formerly Connected Home over IP) [28]

Matter is a royalty-free connectivity standard that has been launched in December 2019 and
aims to increase compatibility among smart home products. It is built on existing technology and
guided by the Connectivity Standards Alliance (formerly Zigbee Alliance)(see Figure 43).

Figure 43: Matter’s Architecture Overview
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Matter defines an application layer to be deployed on devices and controllers as well as IPv6based networks. The Application layer can be broken down in 7 components, as represented in
Figure 44.

Figure 44: Application Layer’s main components

Matter’s Documentation defines these seven components as follow:
•
•
•
•
•
•
•

Application: High order business logic of a device. For example, an application that is
focused on lighting might contain logic to handle turning on/off the bulb as well its color
characteristics.
Data Model: Data primitives that help describe the various functionalities of the devices.
Interaction Model: Represents a set of actions that can be performed on the devices to
interact with it.
Action Framing: Once an action is constructed using the Interaction Model, it is framed
into a prescriptive packed binary format to enable being well represented on the “wire”.
Security: An encoded action frame is then sent down to the Security Layer to encrypt and
sign the payload to ensure that data is secured and authenticated by both sender and
receiver.
Message Framing & Routing: With an interaction encrypted and signed, the Message
Layer constructs the payload format with required and optional header fields; which
specify properties of the message as well some routing information.
IP Framing & Transport Management: After the final payload has been constructed, it is
sent to the underlying transport protocol for IP management of the data.

4.2.1.3.

Recommendations

All standards or candidates present advantages and drawbacks. To help SENDER partners in
identifying the most relevant ones for the project and beyond, we propose the following standards
assessment, based on maturity and future-proof perspectives. In general, a trade-off has to be found

D3.1

www.sender-h2020.eu

71/81

between lowly-mature future-proof standards, that are pretty much relevant to demonstrate novel
use-cases and future business models, and highly-mature simple standards, that are more suitable
for a massive roll-out of the SENDER solution.
Maturity and future-proof ranges are considered as follows in SENDER:
• Maturity ranges:
o Low: specification is available, not widely accepted, not available on the market,
no roll-out
o Medium: standard accepted, available on the market, no massive roll-out
o High: standard accepted, available on the market, massive roll-out with feedback
• Future-proof ranges:
o Low: very simple, few features, could not support smart grid use cases
o Medium: smarter, could support smart grid use cases
o High: designed for future smart grid systems
This assessment is based on AIT and Trialog experiences in several European projects such as
InterFlex (Grant Agreement N°731289) and InterConnect (GA N°857237), and further results from
the BRIDGE initiative and IEC SyC Smart Energy. It is detailed in the table below.
Table 7: Maturity and future-proof assessment of standards or candidates

Interface
With Aggregator

With flex assets:
EV charging point

With flex assets:
energy appliances

Standard

Maturity

Future-proof

OpenADR
FlexOffer
EFI
OCPP 1.6
OCPP 2.0

High
Low
Low
Medium
Low

Medium
High
High
Medium

IEC 63110
EEBus
Modbus

Low
Medium
High
Low

High1
High
High
Low/Medium
High

Low
High

High
High

High
High

Medium
Medium
High

SAREF4ENER2
IEEE 2030.5
3

With flex assets:
smart home

KNX
Z-Wave
Zigbee
Matter

Low4

1

OCPP 2.0 is preferred to support V2G features
SAREF4ENER is an ontology, covering only information modelling
3
KNX is close to « proprietary »
4
Matter is very new but has a strong support from the industry
2

Finally, a selection of the recommended standards or candidates for SENDER is detailed below,
based on the maturity/future-proofness assessment presented above and the capacity of each
standard or candidate to support the use cases defined for SENDER (see References [24]).
For the Northbound interface (with Aggregator):
• FlexOffer and EFI are interesting solutions, however they are still in an early phase (in
particular, demonstration in EU R&I projects) and therefore lack maturity.
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•

OpenADR fully satisfies the needs of SENDER use-cases and shows a better maturity and
adoption from the market.

For the Southbound interface, with the EV charging points:
• OCPP is the main standard used for communicating with EVSEs, the IEC 63110 being still
under development.
• OCPP 1.6 is already supported by several EVSEs manufacturers.
• OCPP 2.0 better supports V2G than OCPP 1.6 (Note: V2G will be fully supported by OCPP 2.1,
under development).
For the Southbound interface, with the energy appliances:
• Many standards or candidates exist, either from the industry domain (e.g. Modbus) or from
the appliance domain (e.g. KNX, EEBus). However, many solutions from the market use
proprietary protocols or information models.
• On one hand, IEEE 2030.5 (Smart Energy Profile 2.0) is poorly adopted by the industry and
therefore lacks maturity. Same applies to SAREF4ENER, which is quite new and, as of today,
lacks real implementations and deployments.
• On the other hand, Modbus is widely used. However, it is more an industrial bus and lacks
ability to support novel use-cases. Also, Modbus data model interoperability is a real
challenge.
• Finally, EEBus seems a suitable technology, as it supports relevant use-cases and has a good
support from the industry. KNX is also significantly used in the building automation industry,
however it is close to proprietary. In addition, considering the available solutions on the
market, it may be required to support some proprietary interfaces.
For the Southbound interface, with the smart home:
• Both Zigbee and Z-Wave are widely adopted by the smart home industry. They are both allin-one solutions, from radio to data model, and are implemented also on low-power devices
such as sensors or light controllers.
• Matter (previously “Connected Home over IP”) is an interesting solution to ensure the
interoperability of smart homes in the future, with a strong support from major market
players (Amazon, Apple, Google, …). However, it is very new and not yet implemented by
devices available on the market.
The resulting recommendations are summarized below:
Table 8: Recommendations regarding the external interfaces
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Interface

Recommended

With Aggregator

OpenADR

With flex assets: EV charging point

OCPP 2.0

With flex assets: energy appliances

EEBus

With flex assets: smart home

Zigbee
Z-Wave
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Acceptable alternatives
FlexOffer
EFI
OCPP 1.6
KNX
Proprietary solutions
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4.2.2. Internal interfaces
To enable interoperable communication between the three subsystems running in parallel in a
household and the four different components running on data exposed by the latter, two
possibilities were considered: the implementation of SAREF and the development of a SENDER
common API. These considerations came from the multiple connections each upper component has
with the rest of the SENDER system, forcing partners to develop multiple connectors for their
solution. Figure 45 shows the SENDER architecture without those solutions implemented.

Figure 45: SENDER architecture without common API

Note that all connections do not appear on the architecture to ease the reading but the process
is similar for the two other subsystems {Hot water tank}, {EV, EVSE}.
With a common API or SAREF, each partner in charge of the upper components would only have
one smart connector to develop to interact with the three subsystems.

4.2.2.1.

SAREF

Based on the description of SAREF and its extension for the energy domain, SAREF4ENER, in
section 4.2.1.2.2.5, it appears that SAREF allows for the simplification of IoT communications by
getting rid of the need to develop multiples interfaces between each component of the system. It
also allows for a higher maintainability of the system by making it easier for new devices to register
themselves to the system.
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However, the technologies supporting SAREF are still in a development phase. For example, the
Knowledge Engine provided by TNO/VU for the European project InterConnect is estimated at TRL 5,
moving towards TRL 6 [1]. This low level of maturity, in addition to the need for each partner to
develop its own smart connector, makes SAREF a rather heavy and time-consuming protocol to
implement in a smart grid project. SAREF also calls for a specific architecture, both on a technical and
business level. It is especially important to integrate a partner responsible for the handling of the
Service Directory. It is also necessary for each partner to develop a smart connector towards SAREF
for their own solution. It therefore appears that the choice to implement SAREF would be better
made in the early phases of a project because of its large impact on the project’s infrastructure.
SAREF was not retained as a viable solution for the SENDER system.

4.2.2.2.

SENDER Common API

As an alternate solution to enable interoperable communication between the three subsystems
running in parallel in the household and the four different components running on data exposed by
the latter, we propose the creation of a common API.

Figure 46: SENDER architecture with common API

This SENDER API forms the so-called Building/Home Semantic Interoperability layer of the
SENDER solution and is a core component of the proposed cloud platform. The interoperable API is
currently discussed and will be further specified in task 3.5 and detailed in deliverable D3.6.
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This API however requires the partners in charge of the three subsystems to also develop a smart
connector to map their API to the SENDER API.

4.3.

Interoperability testing

The SENDER project is characterized by multiple components. For the proper operation of the
SENDER solution, it is important to test that all components correctly interact with each other: once
connectivity between all components is checked, we will verify that the communication between
interfaces works as intended in terms of correct forming of data messages, interpretation of received
information and security. This section details the interoperability testing strategy to apply in SENDER.

Interfaces
identification

Test coverage
identification

Interface
characterization

Tests
description

Connectivity
tests

Interoperability
tests

Figure 47: Interoperability testing strategy

The Interoperability testing strategy of SENDER is made of six steps:
1. The interfaces to be tested are identified in the architecture. Usually, it includes all the
interfaces between components that are develop by different parties,
2. The test coverage is identified, mostly by selecting the functions to be tested and the
relevant valid and invalid behaviors to be considered,
3. Each interface is characterized: which components are involved, what data is exchanged,
what protocol is used, etc.,
4. The tests are described, based on a test template (as the one proposed in Annex), including:
test objectives, test requirements, initial state, preconditions, test body (action to be done,
expected behavior), postconditions,
5. The connectivity tests are performed, i.e. checking that the connection can be established
between the components involved in each interface,
6. Finally, the interoperability tests are performed, based on the test descriptions, resulting in
PASS or FAIL verdicts. Every time a failure is encountered, it will be discussed if it is due to a
bug of one of the components or to an ambiguity of the interface specification. Depending
on that, either the component or the specification will be updated, and the test will be run
again with updated components. This process is performed iteratively until all the tests are
PASS.
Please note that:
• Steps 5 and 6 are usually performed together during a “plug-fest” or “integration-fest”.
• For the connectivity and interoperability tests, we will highly rely on the Virtual Lab (VLab),
described in previous section 4.1.2.
• This test strategy will be further described in Deliverable D6.6, including a description of each
test.
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5. Conclusion and next steps
This document reports the results of the task 3.1 activities within the SENDER project. The goal of
this deliverable and its related task was twofold:
•
•

Define, along with the project stakeholders, the generic system architecture of the
SENDER solution as well as specific architectures for each of the five use cases defined in
co-creation
Define the means to achieve interoperability at both external and internal levels to
ensure, respectively, a wide replication and the proper development of the SENDER
solution

To ensure the interoperability of the system and to ease the integration of all components, the
next step is now to further define the Building/Home Semantic Interoperability Layer and the
common API. Once all components developed and the VLab configured, it will be time to do the
interoperability and integration testing, as described in the document, before the demonstration of
the SENDER solution in the three pilot sites.
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6. Annex
6.1.

Proposition of test template:

Test Group

AA FullTestGroupName

Component/Function

COMPONENT/FUNCTIONNAME

Test ID

AA-COMP/FUNC-nn Name

Test executed by

Date

Name SURNAME
Name SURNAME

dd-mm-yyyy
dd-mm-yyyy

Company 1
Company 2

Name SURNAME

dd-mm-yyyy

Company 1

Name SURNAME

dd-mm-yyyy

Company 2

Description

Short description of functionality to be tested
What exactly is to be verified by test procedure: which components are
under test, how should they behave during testing

Test Objective

Place / Company

Comment
first testing
repeated - description of failure during
previous testing, remedial action(s)
undertaken after previous testing, which
steps are retested, …

Equipment Specifications:
• Manufacturer:
• Model:
Tested device(s):
• Manufacturer:
List of devices
• Model:
• …
• Manufacturer:
• Model:
Emulated:
• Manufacturer:
List of devices
• Model:
• …
• HW & SW preconditions (for example: EMS established, communication
Preconditions
needed, historical data needed, algorithms up and running ...)
• which tests must be already successfully executed to enable this test
Test Procedure:
Step
Action

1

Expected Result

Action by testing personnel or
device that is not under test
Expected behaviour of
(example: switch on device x,
device(s) under test
simulate input data from system y …)

Actual Result
Pass/fail criteria
(P, F, R, N). If status
is not “P” give short
description of the
reason

2
3
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Postconditions

Comments

• state of device(s) and process(es) after end of testing (corresponds to final pass
criteria)
Comments about execution/results:
• description of failures in previous test(s) and of remedial actions taken after
them (omit if first test)
• detail description of step status(es) in the case any of the steps is not evaluated
as P (Passed)
• test status (pass/fail criteria) with explanation if the status is not P (Passed)
• what shall be modified in the system design after failed test (omit if test passed)
• any other remarks

P (Passed): the test step has met the expected results,
F (Failed): the test step has failed to meet the expected result,
R (Repeat): the test step was executed but a repetition is necessary to clear issues that may arise
and need to be clarified,
N (Not executed): the test step was not executed.

6.2.

SGAM Objects

Here are the objects used to form the SGAM components layer. They have been defined in the
DISCERN project [16].

Figure 48 : SGAM objects defined in the DISCERN template
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